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Abstract—Federated learning (FL) has emerged as a promising
paradigm for privacy-preserving model training across dis-
tributed edge devices, enabling local data utilization without
explicit sharing. However, in edge computing environments char-
acterized by heterogeneous resources and intermittent connectiv-
ity, FL remains vulnerable to gradient leakage attacks (GLA),
where adversaries reconstruct private data from shared model
updates. Although the existing defenses, such as differential
privacy (DP) and gradient compression, offer partial mitigation,
they often result in significant performance degradation or
increased communication overhead. In this paper, we analyze
that the risk of privacy leakage is highly sensitive to the client-
side training configurations and gradient magnitudes. Based on
this, we propose a risk-aware FL framework tailored for the
edge scenarios, which not only performs per-device privacy risk
assessment but also introduces subtractive dithering quantization
to the inject controllable Gaussian noise into local models.
Additionally, a noise-aware aggregation strategy is presented by
adjusting each client’s contribution to preserve the global model
utility. Experimental results on FashionMNIST and CIFAR-
10 demonstrate that the proposed framework achieves strong
defense against the GLA, reduces the communication costs by
over 50%, and maintains the competitive accuracy.

Index Terms—Gradient leakage attack, communication effi-
ciency, dithering quantization, federated learning.

I. INTRODUCTION

The integration of edge computing and federated learning
(FL) provides essential technical support for enabling contin-
ual learning in edge network architectures [1]. Edge computing
can mitigate latency and bandwidth bottlenecks by offloading
computational tasks to devices located closer to data sources
while FL can enable collaborative model training across dis-
tributed devices without requiring data centralization, thereby
enhancing data privacy protection. However, deploying FL in
edge environments has several significant challenges, among
which the communication constraints, limited computational
resources, and privacy preservation are the most critical [2]—
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Edge devices typically communicate with servers via wire-
less networks, which are inherently limited in bandwidth and
prone to instability. In FL, the frequent data transmission, such
as model parameters or gradients, is required throughout the
training process. When the model size is large or the number
of participating edge devices is high, the resulting commu-
nication overhead can become substantial, potentially leading
to the dropout of bandwidth-constrained clients. To alleviate
these communication bottlenecks, a variety of optimization
strategies have been proposed in recent years to enhance the
practicality and efficiency of FL in edge environments. The
sparsification technology can reduce the model’s size by either
randomly selecting [5] or retaining the top k£ parameters with
the largest magnitudes [6], [7]. Due to the high parameter
redundancy in deep neural networks (DNNs), these methods
can reduce the communication overhead by two to three
orders of magnitude without severely affecting the training
performance.

In contrast to the sparsification, the quantization approxi-
mates parameters with lower precision, reducing the number
of bytes required for transmission. Although the model com-
pression significantly enhances the transmission efficiency, it
inevitably introduces noise. Introducing artificial noise is an
effective way to enhance the privacy protection [8]. Some ex-
isting studies have investigated the impact of sparsification on
privacy protection in [9], [10]. Their findings suggest that even
with a pruning rate of 90%, the effective privacy protection
cannot be achieved. Besides, the statistical analysis in [11]
reveals that the subtractive dithering quantization is equivalent
to injecting Gaussian noise into the original gradient, thereby
eliminating the need for additional artificial noise for privacy
protection. However, the fixed noise intensity introduced by
this method often leads to significant degradation in model
performance.

Moreover, edge devices are typically constrained in com-
putational capacity and exhibit significant hardware hetero-
geneity, which brings out lots of difficulties to the training
efficiency and stability of FL systems. Therefore, how to
alleviate the local computational burden is critical for the
successful deployment of FL in edge environments. One
common approach is to adopt compact models or apply model
compression techniques, such as pruning and quantization, to
reduce the computational and storage demands. Additionally,
allowing devices to select local model architectures according
to their computational capabilities has emerged as another
effective strategy. The core idea is to enable the resource-
limited devices to train only a subset of the global model
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parameters, while more powerful devices train the full model.
Yet, aggregating heterogeneous model structures is non-trivial
and often requires knowledge distillation for the effective
model fusion. Similarly, the models can be partitioned into
two segments: the lightweight components (e.g., classification
layers) are trained on edge devices, while the computationally
intensive parts (e.g., feature extractors) are trained on nearby
edge servers or in the cloud followed by recombination and
update. Finally, to address the disparities in device training
speeds, asynchronous FL or intelligent scheduling strategies
can be employed to improve the system throughput and robust-
ness. Nevertheless, asynchronous updates may introduce stale
gradients, thereby complicating the theoretical convergence
analysis of the learning process.

In addition, in edge computing environments, the large
number and wide distribution of participating entities intro-
duce substantial risks of sensitive information leakage during
the communication and coordination. Some studies in [12]—
[16] have shown that even without directly sharing the raw
data, merely exchanging locally computed gradients or model
parameters can enable adversaries to reconstruct the private
training data, thereby compromising the user privacy. To
address these privacy and security problems, several existing
defense mechanisms have been proposed to mitigate the afore-
mentioned attacks, including the homomorphic encryption
[17], secure multi-party computation [18], differential privacy
(DP) [19], and gradient compression [20], [21]. The first
two methods, based on cryptographic principles, can prevent
the privacy leakage while preserving the model performance.
However, they are computationally intensive and memory-
demanding which makes them impractical for the resource-
constrained IoT devices.

Therefore, the DP-FL has emerged as the predominant
privacy-preserving technique. By converting the random quan-
tization noise into the controllable artificial one, it can help
to address the training efficiency challenge in differential
privacy. There typically involves injecting artificial noise, such
as Gaussian or Laplacian noise, during local training or server
aggregation to obscure sensitive information. Although some
existing studies in [22], [23] argued that DP-FL could not
withstand the generative adversarial network(GAN)-based data
reconstruction attacks, the attack settings and privacy budgets
adopted in these works were often overly idealized, making
them insufficient to faithfully reflect the privacy leakage in
realistic conditions. Further, the effectiveness of DP-FL also
depends on the noise magnitude, offering simplicity in im-
plementation and scalability for the large-scale training. It is
crucial to highlight that the privacy protection often comes
at the expense of training performance. The noise introduced
to safeguard privacy induces biases in the gradient updates,
which can result in convergence issues and a decline in model
accuracy. An ideal privacy-preserving algorithm for distributed
learning should not only provide strong privacy guarantees
but also ensure minimal impact on model performance. Since
the DP-FL adjusts noise intensity based on the user’s privacy
budget to meet the DP requirements, this approach fails to
adequately assess the actual risk when faced with some novel
attacks, such as gradient leakage attack (GLA). The authors

indicate that the heterogeneous local settings of users (e.g.,
batch size and local epochs) contribute to varying the levels
of information leakage risk in [24]. Additionally, the studies in
[15], [25] indicate that the models at different stages of training
demonstrate varying levels of resistance to GLA. Specifically,
the difficulty of launching an attack evolves with the number
of communication rounds, underscoring the importance of
designing defense mechanisms that are adaptive to the model’s
training state.

To address the above concerns, we analyze the fundamental
mechanisms by which the gradient leakage occurs in FL and
uncover a critical relationship between the data reconstruc-
tion vulnerability and local training configurations. Our study
reveals that the clients with small batch sizes and few local
epochs tend to generate gradient updates with higher signal-to-
noise ratios, making them substantially more susceptible to the
gradient inversion attacks. Notably, this vulnerability persists
even in later stages of training when the global model is
near the convergence. These findings suggest that the leakage
potential is not merely a byproduct of the model architecture
or dataset characteristics, but is also deeply rooted in how the
training is scheduled on each device. The existing defense
strategies, which apply fixed noise levels [11] or uniform
quantization schemes across clients [26], fail to account for
this variability and are therefore insufficient in protecting
users with more vulnerable configurations. This motivates
the development of a more nuanced defense mechanism that
dynamically adapts to the privacy risk associated with each
client’s training context. Specifically, we first estimate the
potential leakage risk on each client by analyzing the gradient
norms in relation to its local training parameters. Based on this
risk, we employ the subtractive dithering quantization to inject
the controllable Gaussian noise into local models, ensuring
both the privacy protection and communication efficiency.
To further reduce the adverse effects of noise on model
performance, we present an aggregation strategy that adjusts
each client’s contribution according to its noise level.

In summary, our main contributions in this paper are as
follows:

« We analyze that the risk of gradient-based data leakage
in FL is closely tied to the local training configurations
and the model’s convergence state, revealing non-uniform
privacy vulnerabilities across clients.

e We propose a novel FL algorithm that integrates the
privacy risk assessment with subtractive dithering quan-
tization. Specifically, our method dynamically calibrates
per-device noise scales based on the gradient norms and
training settings, and incorporates a noise-aware aggre-
gation scheme to mitigate the negative impact of noisy
updates. This framework achieves a joint improvement
in the privacy, communication efficiency, and model
accuracy.

« We evaluate the performance of the proposed algorithm
via extensive experiments on benchmark datasets which
demonstrate its effectiveness in enhancing the privacy
protection, preserving accuracy, and significantly reduc-
ing the communication costs.
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The remainder of this paper is organized as follows. Section
IT introduces the related work on GLA defense and com-
munication efficiency optimization. Section III presents the
mechanisms of FL and GLA, as well as the theorem for
subtractive dithering quantization. Section IV analyzes the
factors influencing GLA, and Section V provides the optimiza-
tion objectives and algorithm design. Simulation results are
presented in Section VI. Finally, Section VII is the conclusion
drawn from this work.

II. RELATED WORK
A. Defenses Against Gradient Leakage Attacks

In FL, GLA typically assumes an honest-but-curious adver-
sary, such as a central server or participating devices, which
follows training protocol but attempts to reconstruct user
data from exchanged gradients or model parameters. GLAs
can be broadly categorized into two classes: optimization-
based attacks [27], which iteratively minimize the discrepancy
between synthetic and real gradients, and linear equation-
based attacks [28], which exploit the deterministic relationship
between model updates and input data.

To counter such threats, various defense mechanisms have
been proposed. A prominent category involves secure multi-
party computation (SMPC). For instance, Li et al. in [29] in-
troduced a chain-based SMPC protocol utilizing a single-mask
and sequential communication scheme, achieving a promising
balance between privacy and model utility. However, the com-
putational overhead introduced by SMPC protocols remains
prohibitive for edge devices with limited resources.

Another major line of defense involves DP-FL. Hu et al. in
[25] proposed a dynamic privacy budgeting scheme, using the
model’s performance gain per round as a proxy for privacy
risk. This approach adjusts the noise variance and clipping
thresholds over time based on DP theory. While this method
captures the evolving nature of privacy risk, it relies heavily on
a predefined global privacy budget, limiting its adaptability to
diverse client behaviors and non-IID data distributions. Li et al.
in [30] proposed injecting noise selectively into critical model
layers, determined by feature importance scores, thereby en-
hancing interpretability while reducing unnecessary perturba-
tion. However, this layer-wise noise strategy introduces trade-
offs in training efficiency and often increases communication
overhead. The authors in [31] implemented the per-example-
based client DP and proposed a dynamic noise decay strategy
to optimize the privacy-utility trade-off. However, they ignored
accounting for the impact of heterogeneous training settings
on leakage risks. Additionally, the per-example noise addition
introduced significant computational overhead.

B. Model Compression for Communication-Efficient FL

Given the high dimensionality of DNNs, the communication
efficiency remains a critical bottleneck in the large-scale FL
deployments. Some model compression methods, particularly
sparsification and quantization, aim to reduce the size of trans-
mitted updates without compromising the model performance.

The gradient sparsification techniques [32], [33] often trans-
mit only the most significant gradients, assuming the error

feedback mechanisms can recover the remaining information
over time. This approach can drastically reduce the commu-
nication volume. But its impact on privacy is ambiguous.
For example, one study in [10] suggested that the sparsity
levels above 30% can effectively obfuscate the sensitive data,
whereas some others [34], [35] found that even with 80%
sparsity, the data reconstruction remains feasible. These con-
flicting results may arise from variations in model complexity
and data heterogeneity, which influence the parameter redun-
dancy. Furthermore, the sparsity is often treated as a fixed
hyperparameter, determined empirically rather than adaptively.

The model quantization reduces the precision of each pa-
rameter, thereby lowering the total number of bits required
per update. In [36], the differentiated quantization precision
was jointly optimized based on gradient norms and heteroge-
neous communication capabilities, effectively mitigating the
straggler effect. While, the optimization focuses solely on
communication efficiency, without analyzing the impact of
quantization on privacy leakage risks. In [35], an autoencoder-
based method was used to perform the learned quantization,
adaptively injecting perturbations based on latent representa-
tions. Yet, due to the inherent complexity and non-determinism
of encoder-decoder architecture, controlling the induced noise
is difficult, often resulting in unstable convergence. In contrast,
the authors in [11] introduced a subtractive dithering quanti-
zation scheme that analytically transforms quantization noise
into zero-mean Gaussian noise with controllable variance.
This method not only reduces the communication cost but
also aligns with the established DP techniques. Despite its
promise, the subtractive dithering quantization has been shown
to degrade the accuracy by up to 30% on certain datasets,
particularly when the uniform quantization levels are applied
across heterogeneous devices. This highlights the necessity of
personalized quantization strategies that take into account the
individual device conditions, privacy risks, and communication
constraints.

Although the existing defense and compression strategies
have made substantial progress, they still tend to address
either privacy or communication efficiency in isolation. The
SMPC offers strong protection but is often impractical in
real-world deployments. The DP-FL. methods can adaptively
protect privacy but struggle with static budgets and limited
scalability. The sparsification and quantization reduce the
communication costs, but their privacy-preserving effects are
inconsistent or require costly tuning. In contrast, our proposed
approach integrates the privacy risk assessment directly into
the quantization process. By analyzing the gradient norms and
an intrinsic indicator of privacy vulnerability, we dynamically
adjust the quantization noise level for each client and assign
the noise-aware aggregation weights.

III. PRELIMINARY

In this section, we introduce some background knowledge
relevant to the workflow of FL, the principles of GLA, and
the subtractive dithering quantization algorithm. Figure 1 illus-
trates the process of FL training and GLA, and demonstrates
the protective effect of model quantization on data.
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Fig. 1: Framework of FL and comparison of effects of GLA. Device 1 directly uploads local model while Device K uploads
model after quantization.

A. FL System

Our FL considers a system composed of a set of clients
indexed by KX = 1,2,...,k,..., K, where each client k
possesses a local dataset denoted as Dy, = {(x,y)}, with
x representing the input features and y denoting the corre-
sponding labels. Under the orchestration of a central server,
these clients collaboratively train a shared global model f(w),
where the model parameter w resides in the parameter space
R™.

To enable the collaborative model training across the dis-
tributed clients, the FL leverages the additive structure of
global loss function, which permits decomposing the optimiza-
tion objective into client-local subproblems. Specifically, the
overall goal is to minimize a global empirical risk function
defined as:

K

7 O Lr(w, D),

k=1

in £ =
i £00)

(D

where w € R™ denotes the model parameters to be optimized,
and L (w,Dy) represents the local loss evaluated over the
client k’s dataset Dy,. In the classification tasks, this local loss
is typically instantiated as cross-entropy.

The additive form of the objective function in (1) allows
the global optimization to be achieved via decentralized
computation. That is, each client minimizes its own local
loss function and contributes to the overall objective through
aggregation. During each communication round ¢, the central
server disseminates the current global model w!~! to the
selected clients. Each client then performs the local updates
using the stochastic gradient descent (SGD) over mini-batches

of its local data. The gradient of local loss is computed as:

1 &
G ' =V, B ;ci(wt—l, By |, 2)
where By C Dy is a mini-batch sampled from client k’s
dataset, and B is the batch size. The local model is then
updated as:
wh =w'" -Gy, 3)
where 7 is the local learning rate. After completing the local
updates, each client transmits the updated model w}, to the
central server. Exploiting the linearity of loss function, the
server aggregates the updates typically by weighted averaging
to construct the new global model w’, which serves as the
initialization for the next round of training.
The key of aggregation lies in computing a weighted av-
erage of the locally updated model parameters received from
participating clients. It can be formally expressed as:

K

t t

w = § VW,
k=1

where ~;, denotes the aggregation weight assigned to client k.
In the canonical Federated Averaging (FedAvg) algorithm [2],
these weights are typically set in proportion to the relative
size of each local dataset, i.e., 7x = |Dg|/|D|, where |D|
represents the total number of training samples across all
clients.

This sequence of broadcasting, local updating, and central-
ized aggregation constitutes a single communication round.
Through repeated execution of this process over T' commu-
nication rounds, the global model can be iteratively refined.
Under some appropriate conditions on the loss function and

“4)
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learning rates, the aggregated model w?’ is guaranteed to

converge to a stationary point of the global objective.

B. Privacy Threats Model

Recent studies have shown that even when raw data are not
directly exposed, adversaries can still infer private information
from shared model updates through optimization-based tech-
niques. One of the most representative threats is the GLA. We
illustrate the process that GLA in the following.

In this setting, the server is modeled as an honest-but-
curious adversary that attempts to reconstruct the private input
data based on the observed gradients. The attacker begins
by randomly initializing a pair of dummy inputs (z’,y’) and
computes a corresponding dummy gradient using the same
loss function as the client:

G =V L(w, 2 y). )

To approximate the true client gradient G, the attacker
optimizes the dummy input by minimizing the discrepancy
between G’ and G:

2,y =argminJ(G', G), (6)
I/7y/

where J(-,-) denotes a gradient distance metric, typically
instantiated as the squared l5 norm |G’ — G||? or the cosine
similarity loss 1 — A G,” ‘G” The optimization algorithms, such
as L-BFGS and Adam, have been widely adopted to solve this
inverse problem effectively [37].

The empirical results suggest that the high-fidelity recon-
structions can be achieved even for the deep models, such as
LeNet and ResNet-18. Moreover, the difficulty of reconstruct-
ing private data does not necessarily scale with the model
complexity, highlighting the pervasive risk of gradient leakage
in FL. These findings underscore the necessity of integrating
robust privacy-preserving mechanisms to safeguard against
such attacks.

C. Quantization Method

To address the privacy risks associated with directly trans-
mitting model parameters in FL, we propose a subtractive
dithering quantization algorithm to perturb the local model
updates which leverages carefully the designed random vari-
ables to transform the quantization noise into the controllable
Gaussian noise [11]. The following two lemmas present the
theoretical foundations for the quantization process [38]-[40].

Lemma 1. Let V ~ T (2, 2) be a gamma-distributed random
variable with shape parameter 3 and rate parameter 5. If the
conditional distribution of X is given by (X | V = v) ~
Unif (pn — o+/v, i+ o+/v), then the marginal distribution of
X satisfies X ~ N (u,0?).

Proof: The probability density function of the random
variable V' is given by:

fv(v) = forv>0. (7)

Ué 1 H _v _v
1“(;)(2) e —\/%e

The conditional distribution (X |V = v) ~ Unif(u—o\/v, u+
o+/v) implies that for a given value of V' = v, X is uniformly
distributed between p — oy/v and p + o+/v. Thus, we have:

Ixv(zlv) = for p—ovo <z <p+ovu. (8

1
20+/v
To find the marginal distribution of X, we integrate over the
distribution of V:

r) = / " (@) fy (v)do =

)

Then, we obtain a Gaussian distribution:
X ~N(p,0?).

|
Lemma 2. Given a quantization functi()n Q( ) with step size
A, and a random variable U ~ Umf(fg, £). for any scalar
Y, define Y = QY +U)—U. Then, Y =Y +U’, where U’
is an independent random variable with U’ ~ Unif(—5, 5).

Proof: For any scalar Y, let U ~ Unif(—A/2,A/2)
and define Z = Y + U. Then Z is uniformly distributed
over an interval of length A. The quantization error U’ =
Q(Z) — Z is uniformly distributed on (—A/2, A/2) because
the quantization function @ is periodic with period A, and
the input Z is uniform over an interval of length A. Now,
Y =Q(Y+U)-U=Q(Z)-U. Since Q(Z) = Z+U’, we
have:

Y=Z+U)-U=Y+U+U)-U=Y +U'". (10)

Thus, Y = Y + U’ where U’ ~ Unif(—A/2, A/2). Moreover,
U’ is independent of Y. [ |

Based on these principles, the implementation of subtractive
dither quantization proceeds as follows. Let w; denote the j-th
component of the model parameter vector w, where j € [m]:

1) Each client samples V; ~ T'(2,1) and computes the
quantization step size A; = 20 \/V , where o is a tunable
noise parameter.

2) The client adds uniform noise U; ~ Unif(— 2 h ) to
w; to obtain w; = w;+U;. By Lemma 1, this effectively
introduces zero-mean Gaussian noise with variance o2.

3) The perturbed value is quantized using:

o2 [0 o, &

J

5 an

where [-| denotes rounding to the nearest integer.

4) Using a shared random seed, the server reconstructs U;

and removes the dither by computing w; = Q(w;+U;)—

Uj. According to Lemma 2, this yields w; = w; + U},

where U; ! is an 1ndependent uniform variable with zero

mean and variance o2, Repeating this process for all j €

[m] results in a quantized model  that is statistically
equivalent to the original w plus IID Gaussian noise.

In the typical edge computing settings, the model parameters
are stored and transmitted using 32-bit floating-point represen-
tations, which can lead to excessive communication overhead
in bandwidth-constrained environments. The gradient quanti-
zation can significantly reduce this cost. For the parameters
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Fig. 2: Reconstruction results of different local training
configurations. GT denotes the original ground truth image.

B=4 E=5

bounded by |w;| < C, the number of bits required to transmit

T e lE)]

where [-] denotes the ceiling function. Compared to the tra-
ditional differential privacy methods that rely on the Gaussian
noise injection, the proposed quantization framework offers
superior communication efficiency while preserving privacy,
which is particularly valuable in resource-constrained edge
computing applications.

(12)

IV. ASSESSMENT OF PRIVACY LEAKAGE RISK
A. The Pivotal Role of Training Configurations

The core principle of GLA lies in inferring the private data
from the gradient information embedded in locally trained
models. The amount of gradient information exposed directly
affects the success rate of such attacks. In the FedAvg algo-
rithm, each communication round entails E - |D| /B local
SGD steps, where E is the number of local epochs and B
denotes the batch size. Typically, clients upload either their
local models wj, or the model updates Awy, rather than raw
gradients. However, given that the server generally has access
to local training hyperparameters (e.g., learning rate and batch
size), it can reconstruct the gradient information using (3).

Notably, the most widely adopted GLA methods, such as In-
vertGrad [15] and DLG [10], achieve their best reconstruction
performance under the configuration setting |Dy| = E = B =
1, which maximizes the privacy leakage risk. However, such
configurations are rarely used in practice due to their ineffi-
ciency and high communication cost. Consequently, the attack
results under these idealized assumptions do not accurately
reflect the practical vulnerability of FL systems, necessitating
a reassessment under the realistic training settings.

To systematically evaluate the impact of local training
configurations on GLA effectiveness, we conduct experiments
on the FashionMNIST dataset using a convolutional neural
network(CNN). Each attack is run for 20,000 optimization
steps to ensure convergence. Due to its superior performance
in terms of reconstruction speed and image fidelity, InvertGrad
is adopted as the default attack method. We follow the original
InvertGrad open-source implementation, where |Dy| = B is
assumed.

Figure 2 presents the reconstruction results under varying
the local configurations, with the default setting being B =
E = 1. As shown, when only a single image is involved,
the high-quality reconstructions are possible even with a large
number of local epochs—an observation consistent with prior
work. As the batch size B increases, the quality of recon-
structed images declines though salient features and object
contours often remain identifiable, indicating a residual privacy
risk under practical settings. However, when both B > 1
and £ > 1, as is common in real-world FL scenarios, the
reconstruction attempts generally fail.

In the federated edge computing deployments, the device-
specific constraints often lead to personalized training config-
urations. This heterogeneity implies that the risk of privacy
leakage varies across devices. Our analysis results suggest
that the severe leakage primarily occurs under some specific
constrained conditions. Therefore, the global application of
defense mechanisms may be unnecessary. Instead, the targeted
protection strategies can be applied selectively to the high-risk
devices, optimizing both security and system efficiency.

B. The Security of Converged Model

As the model approaches convergence, the magnitudes of
its gradients diminish, thereby reducing the effectiveness of
gradient-based data reconstruction attacks [25]. This obser-
vation appears consistent with the underlying mechanism of
GLA, which relies on the gradient information to infer the
private data. However, our prior experiments revealed the
noticeable variation in the quality of reconstructed images,
suggesting that both image characteristics and gradient mag-
nitudes may influence the success of such attacks.

To investigate the impact of model convergence and image
features on the GLA performance, we conduct some experi-
ments across different stages of training. Specifically, we select
some input images and perform the GLA using gradients
extracted from the models at various training rounds. Here,
RO denotes the untrained model, while R200 corresponds to
a fully converged model after 200 rounds of FL. For each
case, we computed the {5 norm of the extracted gradients and
evaluated the quality of reconstructed images.

As shown in Figure 3, the /5 norms of gradients significantly
decrease as the training progresses. Nevertheless, the high-
quality image reconstruction remains feasible even from a
converged model. On the relatively simple MNIST dataset, the
GLA performance appears largely unaffected by the model
convergence. In contrast, for the more complex FashionM-
NIST dataset, the reconstruction failures tend to occur on the
inputs with particularly low-gradient magnitudes. These results
suggest a positive correlation between the gradient norm and
the privacy leakage risk.

Since the data distributions across clients are typically non-
identical and independent, the privacy risk assessments should
be performed individually based on each client’s gradient
characteristics. In the traditional DP-FL frameworks [41], it is
common to allocate a global privacy budget across rounds and
devices, adjusting the noise levels accordingly. However, such
static parameter-driven strategies may misestimate the privacy
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Fig. 3: The performance of GLA on different model states. Test images are sampled from the benchmark datasets
(FashionMNIST, MNIST and CIFAR10).

risks when facing the adaptive threats like GLA. Moreover,
the excessive noise injection can severely compromise the
model utility, which highlights the need for the gradient-aware
fine-grained privacy mechanisms tailored to the actual leakage
risks.

V. ALGORITHM DESIGN
A. Design Objectives

The previous sections have discussed the privacy leakage
risks in FL and analyzed how the local training configurations
affect the performance of GLA. The empirical results indicate
that increasing batch size and number of local iterations can
substantially reduce the effectiveness of such attacks. We also
observe that the privacy assessment strategies based solely on
the model convergence fail to accurately capture the actual
data leakage risk. These findings motivate the development of
a more reliable privacy risk evaluation mechanism grounded
in the operational principles of GLA.

While the various noise-based defense strategies have
demonstrated effectiveness [20], [26], they often rely on
the high noise intensities which significantly delay the
model convergence, leading to excessive communication over-
head—particularly detrimental in the bandwidth-constrained
FL environments. To balance the privacy preservation with the
communication efficiency, we propose a lightweight quantized
FL framework.

Specifically, we employ subtractive dither quantization on
the local model updates, transforming the quantization noise
into the controllable Gaussian noise [11]. This not only
enhances the privacy protection but also reduces the volume
of transmitted data, thereby lowering the communication costs.
Furthermore, by incorporating the gradient-based privacy risk
assessment, the framework can adaptively defend against the
GLA with the minimal noise injection, ensuring both effi-
ciency and robustness.

B. Leakage Risk Quantification Mechanism

Figure 4 illustrates the evolution of gradient magnitudes
across communication rounds for three different batch sizes.
When B > 1, the gradient norms generally decrease as the
model converges, reducing the amount of information available

Batchsize=32.
Batchsize=8
Batchsize=1

70
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Communication Rounds

Fig. 4: Gradient norms for different batch sizes.

to potential adversaries and thereby hindering the gradient-
based reconstruction. In contrast, when B = 1, the gradient
norm exhibits greater fluctuations and remains close to its
initial value even after convergence. As previously noted,
under the idealized attack conditions, a converged model does
not necessarily prevent the effective gradient leakage.

Given the strong correlation between gradient magnitude
and privacy risk, we define a normalized privacy risk score

as:
A
(Gl B

where Ry, € [0, 1] represents the estimated privacy risk of
client k, and ||Gmax| is the maximum observed gradient
norm during training, reflecting the highest potential leakage.
Although the gradient norms from different configurations
may occasionally appear similar, their actual privacy risks
differ significantly, especially when the batch size and local
epoch count vary. To account for this discrepancy without
overestimating the required noise level, we introduce a decay
factor based on the batch and epoch settings.
The noise scale for client % is then computed as:

Ry, 13)

(14)

or = Ry - Omax

where o« 1S a predefined upper bound on noise magnitude.
o is closely related to the quantization precision. The lower
quantization precision corresponds to a larger o, which in
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turn indicates the stronger privacy protection capabilities.
Therefore, we take o corresponding to the minimum quan-
tization precision, i.e., 1-bit, as the maximum noise scale,
approximately equal to 0.01. In practical DLG attacks, it
has been shown that at this noise intensity, the recovered
data is nearly indistinguishable, indicating that this noise is
both sufficient and overly strong. In scenarios where a client
requires substantial noise to preserve the privacy, the naive
averaging during aggregation may degrade the global model
performance.

To address this issue, we propose a noise-aware aggregation
scheme that adaptively adjusts weights to mitigate the impact
of noisy updates:

1 1
%_Uk—i—e/;ak—l—e’

where € is a small constant to ensure numerical stability. This
weighting mechanism prioritizes updates with lower noise,
thereby enhancing the robustness while preserving the privacy-
utility trade-off.

(15)

C. Convergence Analysis

From the above, we have analyzed the noise addition mech-
anism and proposed an aggregation weight distribution based
on noise intensity. Next, we will analyze the convergence of
the proposed algorithm. First, we introduce the assumptions 1-
4 [42], [43], which are widely used in the theoretical analysis
of federated learning.

Assumption 1: Ly,--- , Lk are all L-smooth: for all v and
w, Li(v) < Li(w) + (v — w) VL (w) + £ lv — w2

Assumption 2: The variance of local gradient and global
gradient is bounded: E[||V Ly (w) — VL(w)|?] < M?, where
M < oo.

Assumption 3: The gradient of Li(w) is bounded:
E[||VL(w)|?] < G?, where G < co.

Assumption 4: The global objective function £(w) has a
lower bound: L(w) > L*, Yw € R™.

Theorem 1: Based on the above assumptions, the conver-
gence bound of the proposed algorithm can be derived as
follows:

SR (V)] < W“’ﬁ%‘“ S 0l 4 M),

t=0 E
(16)
Proof: By the assumption 1, we have:

L
Lw"™) < L(w")+H(VL(w'), w ™ —w)+ o |lw ™ w2
17
Substituting the update rule:
K
wt —w' = -0 "W (G + Ug). (18)
k=1

Fig. 5: Resistance of different defense mechanisms, with
B=1,F=1.

Taking expectation on both sides:
n <V£(fwt), E

K
> w(GL+Uy)
k=1

E[L(w"™") — L(w")] < -

K
> (Gl + U)
k=1

)

BS

2
Ln2
—E

* 2

B
19)

Note that E[U] = 0, which is guaranteed by the zero-mean
property of Gaussian noise, and (a,b) = %(|la® + |[b[|* —
|la — bl|?), we obtain:

A= =2 IVL@"*+]E|VL(w )= L nH?
(20)
- ;’E@wzn?,
and B can be calculated by:
L & PR - 2
B < —-E ZVkaH + = Ell ZWUi”
21

L77 %’Y/c

77 i
< <Ef Z WGL||” +
Combining A and B and make ensure La < 1, we have:
2E[L(w?) — L(w?t!
L") = L D] | S 22 g,

|V L(w"
n &
(22)

)<
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Algorithm 1: Gradient Leakage-Resistant and

Communication-Efficient Federated Learning.

Input: Initial global model wY, batch size B, the
number of epochs E, noise scale 0,4,
learning rate 7, the upper bound of gradient
|G ma||

Output: The converged model wx*

1: for Round t =1:7T do

2:  Server sends the global model w¢, ,,,, and
|G max ||to the selected devices

3:  for each selected client in parallel do

4 for Epoch e =1: E do

5 for Batch B, € Dy do

6: Compute gradient GZSI from Eq.(2).

7 Update local model from Eq.(3).

8 end for

9: end for

10: Accumulate the gradient G%, =3, 3", G5

11: Obtain the noise scale o < Riomaz

12: Sample a set of uniform random variables U}, and

quantize the model: g + Q(w! + Uy)
13: Upload the oy, q,i, and the random seed s,
14:  end for
15:  Server performs dither subtraction w}, < ¢} — U,
16:  Assigns aggregation weights ~;, form Eq.(15).
17: Updates the global model w'™! « >°, ~,}
18: end for

Taking the expectation over ¢ from O to T — 1 yields Theorem
1. |

D. Workflow

Algorithm 1 outlines the proposed Gradient Leakage-
Resistant and Communication-Efficient FL. framework. The
key stages are described as follows:

i) Initialization: Prior to training, the server simulates a
standard client-side SGD procedure with ¥ = 1 and B =
1 to estimate the upper bound ||Gpax|| of the gradient
norm. Subsequently, a series of GLAs are conducted on
the quantized models to determine the maximum tolerable
noise scale ,,4;, ensuring a balance between the privacy
protection and convergence feasibility.

ii) Local Training and Privacy Risk Estimation: In each
communication round, the server randomly selects a sub-
set of clients to participate in the training. Each selected
client performs the local model updates using the mini-
batch SGD. During the training, all per-batch gradients
G are accumulated to compute the full gradient G,
from which the privacy risk score Ry and corresponding
noise level o are derived according to (13) and (14),
respectively.

iii) Subtractive Dither Quantization: Each client perturbs
its model parameters with the uniform noise Uj and
applies the quantization as g, = Q(w} + Uy). Upon
receiving g}, and the shared seed sy, the server recon-
structs the effective model as w}, = g}, — Uj. According

to Lemma 2, this reconstruction yields w} = w! + Uy},
where U, follows a zero-mean Gaussian distribution with
variance o;.

iv) Noise-Aware Aggregation: The server computes ag-
gregation weights ~j, using the inverse-noise weighting
strategy defined in (13). This ensures that the contribu-
tions from clients with higher noise are down-weighted,
improving the robustness of the global model update. The
global model is then updated as w'*™! =", y,w}, and
the process proceeds to the next round.

TABLE I: COMPUTATIONAL COMPLEXITY AND RUNNING
TIME OF DIFFERENT ALGORITHMS

Algorithms Complexity Time(s)
FedAvg O(s) 4.92
GS O(s+ mlog(km)) 4.99
DP-FL O(s+m) 5.14
Proposed O(s+m) 5.52

E. Computation Complexity Analysis

We analyze the computational complexity incurred during
the local training phase on a single client. Depending on the
algorithm, the client k¥ may perform some operations including
SGD, sparsification, gradient clipping, noise injection, and
quantization. Let O(s) denote the computational complexity of
local SGD, which depends on the local training configurations,
such as batch size, number of epochs, and model architecture.

Assuming a total of 7' communication rounds and m
model parameters, we summarize the per-round computational
complexity of representative methods in Table I. In sparsified
methods, such as Gradient Sparsification (GS), the additional
cost arises from identifying and processing the top-k fraction
of parameters. In differential privacy-based methods (e.g., DP-
FL), the extra operations include gradient clipping and noise
generation, contributing an the overhead of O(m).

Our proposed method introduces similar overhead due to
the application of subtractive dither quantization and privacy
risk evaluation. Specifically, the quantization process and the
calculation of gradient norms contribute a linear cost in
the number of model parameters. As a result, the overall
complexity of our method is O(s-+m), which is comparable to
DP-FL and lower than that of sparsification-based approaches
that require additional sorting operations.

Compared to the baseline FedAvg method, which incurs
only O(s) complexity, our method introduces a moderate
additional overhead of O(m). This increase stems from
the integration of privacy-preserving components, including
gradient norm computation, adaptive noise calibration, and
quantization. Such overhead is the necessary trade-off for
achieving the enhanced privacy protection, and is significantly
more lightweight than the sparsification-based methods that
involve sorting or selection processes of complexity O(s +
mlog(km)).

We employ ResNet-18 for training on the Tiny-ImageNet
dataset with a batch size of 32 and epochs set to 3. The
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Fig. 6: Resistance of different defense mechanisms, with B =8, E = 1.

experimental platform configuration is specified in Section
VI. The average local training time per communication round
required by different algorithms is presented in Table L.

VI. EXPERIMENTAL RESULTS
A. Experiment Settings

All experiments are implemented in PyTorch and conducted
on a workstation equipped with an Intel(R) Core(TM) i9-
10980XE CPU @ 3.00GHz and two NVIDIA RTX 3090
GPUs, each with 24 GB of CUDA memory.

Datasets and model. We evaluate the proposed method on
two widely used image classification benchmarks:

o FashionMNIST [44]: Comprising 60,000 grayscale train-

ing images and 10,000 test images of casual clothing

items, each image is resized to 28 x 28 pixels.

CIFAR-10 [45]: Containing 60,000 color images from 10

classes, each of size 32 x 32 pixels.

o Tiny-ImageNet: The dataset comprises 200 categories
with a resolution of 64 x 64, including 100,000 images
in the training set and 10,000 images in the test set.

To simulate the non-IID data distributions, we partition the
datasets across clients using a Dirichlet distribution Dir(«),
following the approach in [46]. A smaller « corresponds to a
higher degree of heterogeneity. For experiments on CIFAR10
and FashionMNIST, the employed model architecture is a
CNN consisting of five convolutional blocks, two fully con-
nected layers, and ReLU activations. For the Tiny-ImageNet
dataset, we used a ResNet-18 network [47].

To evaluate the proposed algorithm in terms of privacy
protection and communication efficiency, we compare it with
the following representative baselines:

o« DP-FL [48]: Implements the Gaussian mechanism by
injecting noise during local SGD updates. The noise
standard deviation is set to o = 0.01.

« Gradient Sparsification (GS) [10]: Only transmits the
gradients with the top-k magnitudes, while the rest are
zeroed out. To highlight the method’s vulnerability to
GLA, we set the sparsity ratio to p = 0.9.

Evaluation Criteria. We assess the proposed algorithm
from three key perspectives:

1) Privacy protection: Resistance to GLA under varying

training conditions.

2) Training efficiency: Measured by model convergence

speed and final accuracy.

3) Communication overhead: Quantified by the total vol-

ume of data transmitted.

TABLE II: THE DEFENSE PERFORMANCE OF RELATED
ALGORITHMS ON DIFFERENT DATASETS, WHERE F =1,

B. Evaluation of Defense Effectiveness

B=1.
Dataset Algorithm MSE 1+ PSNR | SSIM |
Non-private  0.0061 31.19 0.9547
. GS 0.0508 2198  0.8185
FashionMNIST - oy 18190 645  0.0512
Ours 2.3956 532 0.0357
Non-private ~ 0.0072 33.47 0.9375
GS 0.1894  19.25  0.4956
CIFARI0 DP-FL 19962 902  0.0285
Ours 2.4069 8.21 0.0144
Non-private  0.1280 21.84 0.5441
Tinv-ImaceNet GS 0.7595 1411 0.1241
y-imageNe DP-FL 13807 1152 0.0192
Ours 13750  11.54  0.0183

TABLE III: THE DEFENSE PERFORMANCE OF RELATED
ALGORITHMS ON DIFFERENT DATASETS, WHERE F =1,

B =28.
Dataset Algorithm MSE1 PSNR | SSIM |
Non-private  0.3861 13.59 0.3935
. GS 0.6100 11.58 0.2662
FashionMNIST  pp g 20540 596 0.0291
Proposed 1.8630 6.39 0.0358
Non-private  0.6709 14.02 0.2761
GS 1.2178 11.36 0.1513
CIFARIO DP-FL 28207 761 00172
Proposed 2.7737 7.67 0.0164
Non-private  0.8197 14.02 0.1963
Tinv-ImaseNet GS 1.5490 11.22 0.0581
Y & DP-FL 2.3943 9.29 0.0191
Ours 2.3684 9.37 0.0193
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Fig. 7: The test accuracy with respect to communication
rounds on FashionMNIST dataset, B = 32, £ = 3.
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Fig. 9: The test accuracy with respect to communication
rounds on Tiny-ImageNet dataset, B = 32, I/ = 3.
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Fig. 11: The test accuracy with respect to communication
rounds on CIFARI10 dataset, B = 32, £ = 1.

InvertGrad [15] leverages the cosine similarity to assess the
discrepancy between virtual and real gradients, demonstrat-
ing the superior performance over other similar algorithms,
particularly when the gradient norm is small. In the fol-
lowing experiments, we adopt it as the baseline attack. The
quality of data reconstruction in GLA serves as a crucial
measure of privacy protection. To evaluate the clarity of the
reconstructed images, we use three widely adopted metrics in
image processing: mean square error (MSE), peak signal-to-
noise ratio (PSNR), and structural similarity index measure
(SSIM). Smaller PSNR and SSIM values, or larger MSE
values, indicate more robust privacy preservation. To illustrate
the defense capability in scenarios with high privacy leakage
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Fig. 8: The test accuracy with respect to communication
rounds on CIFARI10 dataset, B = 32, £ = 3.
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Fig. 10: The test accuracy with respect to communication
rounds on FashionMNIST dataset, B = 32, £ = 1.
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Fig. 12: The test accuracy with respect to communication
rounds on Tiny-ImageNet dataset, B = 32, E = 1.

risks, we assume that the data size of the target client & is
equal to the batch size, ie., |Dx| = B. Although this is
a relatively rare condition, in IoT settings with constrained
storage resources, it is often unfeasible to guarantee that all
devices possess ample data. Consequently, evaluating privacy
risks under extreme conditions is both relevant and necessary.

We first evaluate the performance of each defense algorithm
under the optimal attack settings, where the image is fed into
the initial global model, resulting in the largest gradient norm
and the highest risk of data leakage. As shown in Figure 5,
”Non” refers to the scenario without any defense mechanism,
where the attacker can almost perfectly reconstruct the image.
In the case of GS, the model sparsification removes some
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Fig. 13: Variation of Gaussian noise scale o with
communication rounds under different local settings.

sensitive information from the gradient. However, since the
gradients with larger norms are still retained, the image still
is reconstructed quite effectively, albeit with some noise. Both
DP-FL and the algorithm proposed in this paper successfully
thwart the GLA attacks. As seen in Table II, our proposed
algorithm outperforms all others across the evaluation metrics.

To further assess the privacy risks in practical FL training,
we input a batch (B = 8) into the same global model for
both training and attack, and select four images with the
highest reconstruction quality from each dataset’s batch for
reference. As shown in Figure 6, as previously analyzed,
increasing the training parameters reduces the effectiveness
of the GLA attack. Even without any defense mechanisms,
some noise still appears in the reconstructed images, but the
majority of the information remains identifiable, leaving data
security unprotected. In this setup, although the sparsification
introduces additional noise, the key privacy information, such
as the color and contours of objects, is still discernible. This
highlights that GS is inadequate in providing reliable defense.

In Table III, we observe that the DP-FL outperforms our
algorithm in terms of MSE and PSNR, as we reduce the noise
intensity based on the declining privacy risk of the devices.
However, the small quantity of noise intensity can not impact
the effectiveness of our defense and all the reconstructed
images remain completely unrecognizable.

C. Model Performance Evaluation

Model prediction accuracy is a critical metric for assessing
the model performance. In this section, we train the model
on the FashionMNIST and CIFARI10 datasets, evaluating the
accuracy using their respective test datasets. To simulate a
FL task in an IoT environment, we distribute the data across
50 devices in a non-IID fashion and set the local training
parameters for each device to B = 32 and E = 3. In
each communication round, the server randomly selects 10
devices to participate in the training, and after each global
model update, the model’s performance is evaluated. After 100
communication rounds, the model has largely converged, and
the training process concludes.

Figure 7 illustrates the training performance of three
privacy-preserving algorithms on the FashionMNIST dataset.
During the initial stages of training, the training speeds of all
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Fig. 14: The average number of bits required to transmit
each parameter under different noise scales.

four algorithms are nearly identical, indicating that the model
demonstrates strong robustness to noise and sparsification
at this point. However, as training progresses, the accuracy
of DP-FL significantly lags behind the other algorithms. At
convergence, its accuracy is 3% lower than that of the original
FedAVG algorithm. This decline can be attributed to the
excessive Gaussian noise added during training to safeguard
privacy, which hampers the model’s ability to learn subtle
gradient changes. In contrast, GS maintains a robust training
performance even with high sparsity, thanks to the model’s
large parameter redundancy. Overall, our algorithm achieves
accuracy almost identical to that of FedAVG, outperforming
all other defense algorithms. This is made possible by the risk
evaluation mechanism introduced earlier, which ensures that
device data is protected from GLA attacks while minimizing
the Gaussian noise intensity.

Figure 8 and Figure 9 evaluate the defense performance
when handling some color images, a scenario that better
reflects the real-world training data and increases the difficulty
of the task. On the CIFARI10O and Tiny-ImageNet datasets,
the gradient norms fluctuate more significantly, creating the
illusion of a higher privacy leakage risk. However, as our
analysis shows, the difficulty of GLA attacks under the same
gradient norm varies substantially based on the user’s batch
size and epoch settings. By tailoring the noise intensity to
match the user’s training configuration, our algorithm consis-
tently performs optimally in both training speed and accuracy,
regardless of the training stage.

Up until now, the evaluation of FL training has been
confined to a single local setting. Given the profound impact of
this setting on the defense capability and training performance
of our algorithm, we will adjust the epoch to 1 and conduct
a new round of simulation experiments. Figure 10 and Figure
11 illustrate the impact of various defense algorithms on FL
training under conditions of heightened privacy leakage risk.
In this scenario, the noise scale o added by our algorithm
remains around 0.001, yet the training speed and accuracy still
maintain a leading position. This can be explained as follows:
due to the additivity of Gaussian noise, the server effectively
combines the noise disturbances from multiple models at the
aggregation phase. Our algorithm collects the noise intensity
from all devices and appropriately reduces the aggregation
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weight for high-risk devices, which helps mitigate the accuracy
loss. Particularly in non-IID scenarios, where the distribution
of data quantity and types is unbalanced, certain categories
of images may lack sufficient training, leading to excessively
large gradient norms. In such cases, larger noise is necessary
to ensure data security.

When E = 1, the performance of the DP-FL model with
CIFARI10 declines even further, with accuracy dropping by
18%. As can be seen in Figure 12, the training fails to converge
on Tiny-ImageNet, suggesting that adopting DP-FL in more
complex neural networks may prove to be counterproductive.
While it performs exceptionally well in terms of privacy
protection, it appears to struggle with balancing data security
and model utility, especially when faced with attacks like
GLA.

At last, we have consistently highlighted the critical fact
that the local training settings play in influencing privacy
leakage risks. Figure 13 provides a clear visual depiction
of the Gaussian noise intensity added to the device model
under various configurations. It can be observed that as the
batch size and epoch increase, the standard deviation of the
Gaussian noise decreases sharply. This is the primary factor
contributing to the superior performance of our algorithm. The
increase in these two parameters helps to obscure the gradient
characteristics of individual data points, thereby preventing
the attacker from accessing more original data information.
As a result, the quality of image reconstruction deteriorates
significantly. This also explains why noise with vastly different
intensities (up to three orders of magnitude) can be added
under the same gradient norm without leading to privacy
leakage.

D. Communication Overhead Analysis

Communication efficiency of devices in FL is also one of the
core issues we focus on. With the rapid expansion of DNNs,
the quantization and sparsification techniques, which effec-
tively reduce the amount of data transmitted, have been widely
adopted. However, as demonstrated in previous experiments,
even at high sparsity rates, device data remains vulnerable
to leakage. To address this, we employ subtractive dither
quantization in this work to balance the privacy protection and
communication efficiency. During the quantization process,
the devices apply different quantization steps to each model
parameter, meaning that the number of bits required for
transmitting each parameter varies. Figure 14 illustrates the
average number of bits required to transmit a single parameter
at different noise scales. Regardless of the noise level, the
number of bits transmitted is always lower than the commonly
used 32-bit floating-point format. Notably, under higher noise
conditions, the communication overhead can be reduced by
nearly 90%.

Table IV presents the total transmission data volume for
each algorithm under different training configurations. ~Oth-
ers” refers to the FedAVG and DP-FL algorithms, which do not
optimize for communication efficiency, resulting in the same
communication overhead under the same number of training
rounds. Due to the differences in the number of image channels

TABLE IV: TOTAL TRANSMISSION DATA VOLUME UNDER
DIFFERENT TRAINING CONFIGURATIONS.

Training Setting  Dataset Algorithm  Total Data Volume (MB)
Others 10360
FashionMNIST  GS 1036
B=32E=1 Proposed 2896
Others 12246
CIFAR10 GS 1225
Proposed 3406
Others 10360
FashionMNIST  GS 1036
B=32,FE=3 Proposed 5629
Others 12246
CIFAR10 GS 1225
Proposed 6556

between the FashionMNIST and CIFAR10 datasets, the CNN
parameters used for training are 2,715,402 and 3,210,122,
respectively. As shown in the table, the GS algorithm transmits
the least amount of data, thanks to its transmission of only
sparse models. The improvement in communication efficiency
is most evident under high sparsity. However, even with this
advantage, its performance in terms of privacy protection and
model accuracy is less than ideal. Since the quantization step
size is influenced by device training settings, the optimization
effect of our proposed algorithm on communication overhead
varies accordingly. When B = 32 and E = 1, the required
transmission data volume is only 27.9% of that for FedAVG.
Even when FE is increased to 3, our model still reduces
transmission data by nearly 50%, demonstrating the excellent
communication efficiency of our algorithm.

VII. CONCLUSION

In this paper, we address the fundamental trade-off issue
between the privacy protection, communication efficiency, and
model utility in FL for edge computing environments, where
the resource-constrained heterogeneous devices and variable
network conditions exacerbate the risk of privacy leakage and
complicate the deployment of uniform defense mechanisms.
Motivated by our observational study that the privacy risk is
closely related to the client-specific training behaviors and gra-
dient characteristics, we propose a risk-aware FL framework
tailored to the edge settings. By quantifying the per-device
privacy risk, our method dynamically adapts the quantiza-
tion process using subtractive dithering, injecting controllable
Gaussian noise to mitigate the gradient leakage. To maintain
the model performance in presence of noise, we further present
a noise-aware aggregation strategy that adjusts each client’s
contribution during the model updating. Experimental results
confirm that our method achieves strong resilience to the GLA,
substantial communication savings, and consistent accuracy
across diverse devices. Furthermore, the proposed algorithm
can be regarded as a modality-agnostic defense framework,
whose theoretical foundation is compatible with differential
privacy mechanisms. This property suggests that the approach
has the potential to generalize beyond image-based tasks to
other FL scenarios, including natural language processing,
tabular data analysis, and speech recognition.
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